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1 FEATURES

Standard CMOS process
1024 x 8 bits EEPROM organization
Byte-wise addressing
Byte-wise erase/write
Irreversible byte-wise write protection
Single 5V power supply for read and write/erase
Low power operation:

— 3 mA typical active current

5 ms programming time

3-wire serid interface

20 KHz serial clock rate

Contact configuration and seria interface, 1SO standard 7816 (Synchronous
Transmission) compatible.

High ESD protection: > 4 KV

High reliability:

— 1,000,000 erase/write cycles guaranteed

— 10 years data retention

Wide operating temperature range

—0to +70°C Commercial; —40 to +85°C Industrial

2-byte Programmable Security Code (PSC) for memory write/erase protection
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2 DESCRIPTION

GT23SC4428 contains 1024 x 8 hits of EEPROM with programmable write protection for each byte.
Random read access to any byte in the memory is always possible. The memory can also be erased and
written byte by byte. Erasing old data in the byte location must be performed before new data can be written
to the location. Each bytein the memory has a corresponding protect bit. The protect bits are only one-time
programmable and cannot be erased. After the protect bits are enabled (logic 0), the corresponding bytes
can never be changed again. A write-protect bit with data-compare function is available for user to verify

the datain the memory before enabling the protect bit.

In addition, it offers two bytes of Programmable Security Code (PSC) against unauthorized memory
write/erase operations. All the memory, except for the PSC can always be read, but the memory can be
written or erased only after PSC verification. If the user fails to enter the correct PSC in eight consecutive
attempts, the device will block any further PSC entry attempts and the memory can never be erased or
written again.

The PSC bytes are pre-programmed by the manufacturer with a code, which is specified for the customer
for device transport security purposes, before the devices are shipped to the customer. The Error Counter
will be pre-erased by the manufacturer to allow maximum attempts (maximumof eight) for PSC entry.
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3 BLOCK DIGRAM
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Fgure 1. Block Diegram
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4 PIN CONFIGURATION

% N\
C1 i ) / C35
N '

2 C6

C3 C7

C4 cCa

PIN NAMES

Fin Cerd Contact Symbal Description
1 G1 fcc Supply Voltags
2 G2 RET Resst
3 03 CLK Serisl Clock
4 C4 NE Na Connect
5 CSs GMD Ground
& C& NC Nao Connect
T i 110 Serigl Data /O (open drain
8 ] NG Na Connect

FIN DESCRIPTIONS

Symbal Type Card Contact  Meme and Function
Yoo C1 Supply Voltage

RST c2 Reset: The device reset pin (RST) is used to take the device out of the power-on reset
state (POR). When the operating power is first applied to Vcc, the device goes into POR
state. The POR state can be terminated by RST in this sequence: bring RST from 0to 1
and then change CLK from O to 1 (See Figure 3). This reset operation terminates any
active command operation. After the POR state has been terminated, a read operation
must be performed before any data can be erased or written. Also, GT23SC4418/28
meets the ISO 7816 specification on Answer to Reset function. The Answer to Reset
can be invoked by performing the following steps: 1) RST goes from 0 to 1; 2) CLK
pulse is applied; 3) RST changes from 1 to 0. If these steps are performed correctly, the
device will set the address counter to Oand the first dta hit at byte address 0 will
appear on the output (1/0). By continuing to send pulses at CLK, the contents of the
following byte addresses can be read out of the device. (See Figure 3) In normal
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operation, RST controls the data input and output directions. When sending
data/command to the device, RST is set to 1. When reading data/PSC verification
output from the device, RST is set to 0. (See Figure 4)

CLK C3 Sarial Clock: Thizis the device dats clock pin. |1is used to dock dats bits into and
out of tha device.
MG G4, 05, G8 Mo Connect
GMD G5 Ground
(18] c7 Serigl Data Input and Cutput: This pin iz whare datz is shifted in and out of the
devica.

G Y o ) 2 B34 ¥ 83z

Figure 3. Resst and Answser to Resst Timing Dizgram

Diata Qutput
1D - = —
Dala Inpan or FSC entfication

Vo ﬂ = Ej- i ﬂé Em‘x -Irﬂt' ﬂ ok :':I o

Figure 4. General Timing for Deta Input, Deta Qutput and PSC Verification
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5 GENERAL COMMAND DESCRIPTIONS
Table 1. Control Wordsfor 1S235C4418/4428 Commands

Commeand Nams Biyte 1 Biyte 2 Biyte 3
80 51 52 53 54 55 ABAD AD-AT 0o-DF
Read &-bits dats without protect bit 6 1 11 & o ABAD AD-AT Daon't Care
R=ad 8-bits dats with protect bit o o1 1 0 0 ABAD AD-AT Don't Care
‘Writa and erase without protect bt 0 o ABAD A0-AT Imput data
‘Write and erass with protect bit'" i 0 @ o ABAD AD-AT Input data
‘Writa protect bit with data companson 0 O o ABAD AD-AT Compsars dsta
Additional Commandsfor |1S23SC4428 only(3)
Additional Commanda for 1523504428 only™
‘Write Errar Gountar a1 & 0 1 9 11 FOH Bit Mask
Varify first PSC byle i 6 1 1 0 o 1 1 FEH PSC byte 1
Varty second PSC byte 10 1 1 0 0 11 FFH PSC byts 2
‘Write and erass first PSC byte 1 1 0 0 1 1 1 1 FEH PSC byte 1
without protect bit=®
Write and srasa second PSC byis i 1 6 ¢ 1 1 1 1 FFH PSC byte 2
without protect bif®
Write and srass first PSC byte i 6 0 ¢ 1 1 i 1 FEH PSC byte 1
with protect bit=
‘Write and srasa second PSC byts i 6 0 ¢ 1 1 11 FFH PSC byte 2
with protect bit™
Read &-bits first PEC Dyte o1 1 1 0 0 1 1 FEH Don't Care
without protect b=
Read &-bits second PEC byte o1 1T 1 0 0O 11 FFH Don't Care
without protect bit
R=ad &-bits first PEC byts oo 1 1 0 0 1 1 FEH Don't Care
wilh protect bi
Read &-bits second PEC byle 00 1 1 00 11 FFH Don't Care

with protect bi

Notes:

1. If the protect bit of the byte address is enabled, the write command will have no effect on the byte

content.

2. If the protect bit of the PSC byte is enabled, the write command will have no effect on the PSC byte.
3. For 1S235C4428, locations (1021-1023) are occupied by Error Counter and PSC codes and thus cannot

be used for general data storage.

5 1 2 - 4 H = d 5 i 2 -] 4 = = 'y 5 L 2 3 4 -] = 7
s —J LUy i
S T FTN UFS EEN EXN T NN KN SN I PR I I PN K K T SN SN N S S
e - | Addrass l Daia |

| l |

Figura 5. Commeand Entry Sequence
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Read 8-BitsData

The read 8bit data command allows the user to specify the address (AO-A9) of the data byte to be read
from the device. The byte address for the next output data is automatically incremented after every eight
clock pulses. The datais output in sequential order, with the data fromaddress n followed by the data from
address n+1. (See Figure 6.)

Read 9-Bits Data with Protect Bit

The read 9-bit data command operates similarly to read 8-bit data command except that the protect bit for
each byte is output after each 8-bit data and the address for the next output data is incremented after every
nine clock pulses. (See Figure 7.)

Write/Erase Data Byte without Protect Bit

The write/erase data byte without protect bit command writes the new data into the specified byte location.
There are three kinds of write/erase operations which are automatically executed by the device:

1. Erase and subseguent write if 203 clock pulses at f < 20 KHz are applied. (See Figure 8.)

2. Write only if 103 clock pulses at f < 20 KHz are applied. This operation is only suitable if single bits of
one byte shall be changed only from 1to 0. (See Figure9.)

3. Eraseonly if the input data= FFH and 103 clock pulses at f < 20 KHz are applied. (See Figure 9.)
Note: Erase means0 — 1. Writemeans1 - 0.

If the protect bit of the corresponding byte location is enabled, the write/erase operation will have no effect
on the content.

Write/lErase Data Byte with Protect Bit

The write/erase data byte with protect bit command operates similarly to the write/erase data bytewith
protect bit command except that it also writes O to the corresponding protect bit. After the protect bit is set
to O (write protection enabled), it cannot be changed again. (See Figures 8 and 9.)

Write Protect Bit with Data Comparison

The write protect bit with data comparison command writes O to the corresponding protect bit only if the
input data and the data in the specified memory location are the same. After the protect bit is set to O (write
protection enabled), it cannot be changed again. (See Figure 9.)

The execution of write/erase commands are terminated after a given number of clock cycles. When the
operation is done, the device will bring the /O state to 0. Only RST transition from 0 to 1 can set the I/O
state back to 1.

:c:wcn: |- Data Owisud 1-|
Entry | |
e ¢ [
AR T SR (IR NOPRS. NORP SR TR TR . D DR TR T TR - O . G
cve S LI Ui,
P
L8] .d-I5:I'\.I:'Ixrl:'-I:'I:-t[:JI:-I:J-I:-&I:TI:'.!S oo ot fog Joofoe o= Joa for ] s
andreas { Stari Address (A0-A5] | I 1 Star Addrass + 0 |
Sart Addrems » 1 %
Sari Addrams » (-1}

Figure 6. Resd B-bit Data
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FAgure 7. Read 8-bit Data with Protect Bit
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Figure B. Programming Erese and Write
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6 GT235C4428 SECURITY FEATURES
Overview

Without entering Programmable Security Code (PSC), only memory read access is possible. However, the
content of the PSC addresses (1022 and 1023) cannot be read out. If reading PSC is attempted, 00OH will be
output. The PSC verification procedure must be performed in the following sequence:

1. Write one to not-written Error Counter bit, address 1021
2. Enter first PSC byte, address 1022
3. Enter second PSC byte, address 1023

4, After successful PSC verification, the Error Counter should be erased to reactivate the 8 PSC entry
attempts. If the PSC entry isincorrect, go back to step 1. If all the Error Counter bits have been written, any
further PSC entry will be blocked and the memory can never be changed again.

Writing Error Counter

The number of erased bits (logic 1) in Error Counter determines the number of possible attempts (maximum
of eight). Before PSC entry, only writing of error counter is possible. After PSC is successfully verified, the
counter can now be erased. Before disconnecting the supply voltage Vcc, the counter should be erased in
order to reactivate the eight attempts. (See Figure 10.)

Entry of PSC

The least significant PSC byte beginning with the least significant bit must be entered first and then the
most significant (see Table 1). If both PSC byte 1's and byte 2's comparisons prove correct, the memory
erase/write access will be enabled and PSC may be changed as wished, except the corresponding protect
bits are O (enabled). (See Figure 11.)

Condition when supplied

GT23SC4428 is supplied by the manufacturer with a 2byte PSC (transport security code) which is
determined in cooperation with the customer.

b daby el | Wiiting Ennar Caunsar 1

T
™y

Agure 10. Writing Error Counter

www.giantec-semi.com a0 11/14



(=4 Giantec Semicondluctor Inc.

GT23SC4428
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Figure 11. PSC Verification
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7/ ELECTRICAL CHARACTERISTICS

ABSOLUTE MAXIMUM RATINGS

GT23SC4428

Symbol Peremeter Kin. Max. Unit

Ve Supply Voltags =03 =1 v

Wi Imput Volagse 0.3 & v

Tama Storags Temparsturs —40 125 *C

P s Power Dissipation — [=1] m\

CAPACITANCE [T =255, Voo = 5.0V = 10%, f= 1 MHz)

Symbal Farameter Conditions Max. Unit

Cm Input Capacitance Vi =0V 5 oF

Cout Cutput Capacitance Vout= OV 8 pF

DC CHARACTERISTICS (Te = 0Fto 70°C, Veoo= 5.0V & 10%, GND = OV}
Symbal PFearameter Test Conditions Min. Mex. Unit
Ve Supply Voltags 4.5 50 55 W
loe Supply Currant — L] mA
W Imput HIGH Violtage (10, CLK, AST) 35 50 )
Vi Input LOW Voltage (WO, GLK, RST) a 0.8 )
| = Imput HIGH Currant (100, LK, RET) — 10 Y
low Cuwtput LOW Current Wou= 0.4V, open drian s — mA
| output HIGH Lesksge Current Wom = 5, open drian — 10 uA
AC CHARACTERISTICS (Te = 07 to T0°C, Woo= 5.0V = 10%, GND = 0V}
Symbal Faramster Test Conditione Kin. Typ. Max. Unit
Iz Clock Frequency — 20 — KHz
las Rzzst Time bl — — us
lazs Argwer 1o Resst 20 50 — s
i Clock HIGH Period 10 —_ —_ s
b Clock LOW Pernod 10 — — us
tw ‘Write Time [ic = 20 KHz) 5 — — ms
= Erzze Time [fc= 20 KHz) 5 —_ —_ msa
tazman Rzsst Setup Time 1 4 — — us
lzgmaz Rzsst Sstup Tims 2 4 — — us
Lz Resst Hold Time 4 —_ —_ s
loa ‘Write Data Setup Tima 4 — — us
ind2} ‘Write Data Hold Time 4 — — us
Iz Rzzd Oats Delsy Tima [ —_— —_ U
iz Rize Tima (I/0, CLK, RET} — — us
l= all Timea (150, CLK, RET) — — us
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8 REVISION HISTORY
Revision Date Descriptions
a0 Mar 2010 Initial version
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