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1 FEATURES

Standard CMOS process

256 x 8 bits EEPROM organization

Byte-wise addressing

Irreversible byte-wise write protection of lowest
32 address (Byte 0..31)

3-byte Programmable Security Code (PSC) for
memory write/erase protection

2.7-5.5V power supply for read and write/erase
Low power operation: 3 mA typical active current
2.5 ms programming time

2-wire serial interface

End of processing indication

ISO standard 7816 compatible

High reliability:

- 1,000,000 erase/write cycles guaranteed

- 10 years data retention

Wide operating temperature range

- =30°C to +75°C
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2 DESCRIPTION

GT235C4442 contains 256 x 8 bits of EEPROM main memory and a 32 x 1 bit protection PROM memory.
The main memory can be randomly accessed byte by byte. During memory erase, all 8 bits of a byte are set
to logical one. During memory write, individual bit(s) are set to logical zeros depend on the data value to
be written. Normally, a data change may consists of an erase and a write operation. The write or erase
operation takes at least 2.5 ms to complete.

The first 32 bytes (Address: 0 to 31) in memory are irreversibly protected by the corresponding 32 protect
bits in the 32 x 1 bit protection memory. The 32 protect bits are onetime programmable, and they cannot be
erased once they are set to logical zero.

GT23SC4442 provides a 3-bit Error Counter (EC), and three bytes Programmable Security Code (PSC) to
prevent unauthorized erase/write operation to the memory. All the memory, except the PSC, can be read
after the chip is powered on. But, the memory can be written or erased only after the PSC is entered and
verified correct. After three successive unsuccessful verifications of PSC, the Error Counter locks the chip
from a further attempt, and the memory can never be erased or written.
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3 PIN CONFIGURATION

C1
C2

C3

GT235C4442

C6
C7

Card Contact Symbol Description
C1 VCC Supply Voltage
Cc2 RST Reset
C3 CLK Clock Input
C5 GND Ground
C6 NC No Connect
074 /O Bidirectional Data I/O (Open drain)

Note: An external pull up resistor is needed to be connected to the 1/0 pin.
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4 MEMORY OVERVIEW

hain
Mamaory
WCC— Reset, "
Elockads — High-Volt
Logic Generator
225
224 Byte
Seguencer
BqE nd Unprotected
Security ) Deta Memory
Logic Protection
RST. - Memory 3z
cLK , — [PROCM) Bd. 32 Byte
) Interfece Protectable
110 = * I Dete Memory
—::‘ |_ +«— Decoder [ Manufactarer]
GND — 0 Cods

Function Description

The GT23SC4442 works on a 2-wire serial transmission protocol. Data is input or output from the chip
through the 1/0 pin at the falling edge of CLK. The following are the four modes of operations:

— Reset and Answer-to-Reset

— Command Mode

— Outgoing Data Mode

—Processing Mode

Reset and Answer-to-Reset

The Answer-to-Reset operation conforms to 1ISO 7816-3 ATR standard. The reset action can be invoked at
any time during the operation to terminate any active command operation. With RST High, the internal
address counter is set to zero by the CLK pulse. The LSB of the first byte data in the memory will be
output from I/0 when RST goes from High to Low. By continuing to send pluses to CLK, the contents of
the first four bytes will be output from 1/0 pin. After the ATR process completes, the 1/O pin will be set to
high impedance.
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5 FUNCTIONAL DESCRIPTION
Block Diagram

Main mamary Darteain fmamary Sanity mamary
55 <11
EEFRCM
206XE
3| Reterence daa
2| Reterence data P3C
?2 1| Raters
i1| Eraze with Ralsranze das
7 ;Jrr:tictlar' i o /////ﬂ £
aar| dsta | s | dats addr.| data

gh-woitage iecoder ddr. & data
grerator Bizs % Column [+ register
current genesaton sampling comparator

T i ¥ T

J|Programming
Caontral

3

Reset & T|m|n_g * Interface
sacurity

vee GND ¥o RSTELK

Functional Description

The GT23SC4442 contains 256 bytes of EEPROM main memory (see block diagram) and a 32 bit
protection memory. The main memory is byte-wise erased and written. When the memory is erased, 8 bits
of the data byte are all set to logic 1. When the memory is written, a data byte can be programmed bit by
bit, and it is set to logic 0 according to the logic between the old and new data. Generally, updating data
includes an erase and write procedure. When updated, new input data and the contents of the old data are
compared. If none of the 8 bits requires a logic 0 to 1 change, the erase operation will be skipped. On the
contrary, the write operation will be skipped if no logic 1 to 0 change is necessary. The write and erase
operation takes at least 2.5 ms each. The Status Register accessible by the user consists of 8-bits data for
write protection control and write status. It becomes Read-Only under any of the following conditions:
Hardware Write Protection is enabled or WEN is set to 0. If neither is true, it can be modified by a valid
instruction.

The first 32 bytes can be protected individually by writing the corresponding bit in the protection memory.
Each data byte in the address range and its assigned bit in the protection memory have the same address.
Once the protection bit is written it cannot be erased.

The security memory of GT23SC4442 contains an error counter (bit 0-bit 2) and 3 bytes reference data.
The three bytes reference data are as a whole called programmable security code (PSC). After power on,
except for the PSC, the whole memory can always be read. The error counter can always be written. After
three successive unsuccessful PSC verifications, the error counter will block the chip, and write and erase
operation to the memory will be forbidden.
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6 TRANSMISSION PROTOCOL

Transmission Mode

The transmission protocol is a two-wire link protocol between the interface device IFD and IC. The
protocol type is "S = 10". All data changes on I/O are triggered by the falling edge on CLK. The
transmission protocol is composed of the following four modes:

— Reset and answer- to-reset

— Command mode

— Data output mode

— Processing mode

Reset and Answer-To-Reset

According to 1S07816-3, Answer-To-Reset takes place during operation. The reset can be implemented at
any time. During reset, the address counter is set to zero. When RST is set from high level to low level, the
lowest bit of the first byte is read on the I/0. Under continuous 31 clock pulses, the contents of the first 4
byte EEPROM addresses can be read out. The 33rd clock pulse sets the 1/0 to high impedance. During
Answer-To-Reset, any start and stop condition is ignored.

Voo —/

RST

CLK

Figura: RasatandAnswar-Tao-Rasat

Command Mode
After Answer-To-Reset, GT23SC4442 waits for a command entry. Each command begins with a start
condition, which includes a three bytes command entry, and it ends with a stop condition.

— Start condition: during CLK in high level, a falling edge on 1/0

— Stop condition: during CLK in high level, a rising edge on 1/O

— After receiving a command, there are two possible modes:

— Processing mode for writing and erasing

CLK
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|
|
|
|
|
|
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===

Bion o 1

Figura: Cammand Mada

Data Output Mode

When reading, the chip sends the data to IFD. The figure shows the timing diagram. After the first falling
edge on CLK, the first bit on the 1/O is valid. After the last data bit, an additional CLK pulse is necessary to
set the 1/0 to a high level for receiving a new command. During this mode, any start and stop condition is
ignored.
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Processing Mode

Figura: DataCutput Mada

During processing, the chip processes internally. The following Figure shows the timing diagram. The IFD
sends clock to the chip continuously until the 1/0 us set to the high level that has been set to low level on
the first falling edge of CLK. During this mode any start and stop condition is ignored.

Command

RET is low lava

S Ouigaing Deta -

oleval L
Caem 10

b Tolersd 2

—,—

|
T

9]

(=)

LA
1

Sirt from IFD

Oi: Data In
DO: Data Out

= NEIE

Dore1

e oie 1
58S i

Stop T TEE'1 of .
Fom IFD Cutgaing Dats ozl 2

Figura : Sactar Trailar (Black 3)
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7 COMMANDS

Command Format
GT23SC4442 provide seven commands that are listed on Table 1. Every command consists of three bytes.

GT235C4442

M5B

CONTROL L5B | M5D ADDRESS L5B

M5B DATA

L5B

Bf BE B B4 B3 BZ B1 BD

AT A AD A A3 AZ AT AD

OTDE D5 D¢ DA L2 D1 DO

Note: Command tranamission begina with the control byte LEE.

Table 1
Control of Byte 1 Address of Byte2 Data of Byte 3 Operation . Mode
Bf BG B5 B4 B3 BZ B1 BO AT-AD 07 ~D0
a o 1 1 0 a 0 qa Addrass RaadMain Mamary  DataOutput
a 4a 1 11 a 0 a Addraszs Input Data Updata Main Procassing
Marmary
a 0 1 1 0 1 0 0 RaadPrataction OutputData
Mamary
a 0 1 11 1 0 0 Addrass hput Data Writa Protection CutputData
Mamary
[ 1 0 0 0 1 RaadMain Mamary DataOutput
a o 1 1 1 a 0 1 Addrass Input Data Updata Main Pracassing
Mamary
a a 1 1 0 a 1 1 Addrass Input Data ComparaData Pracassing
Command Mode
st W0
Tolewl L

CLK
o

I

Start from IFD

Read Main Memory
The command reads out the memory contents from the given address (N) to the last address of the memory
(with LSB first). After the command entry, the IFD has to provide sufficient clock pluses. The number of
clock pulse = (256 - N) x 8+1. The main memory can always be read.

Address[decimal) Main Memory ProtecticnMemory Security Memory

55 Data Byta 255 (D7 ...00) —_— —_—

= DCats Byta 32 (D7 ... DO) —_— —_—

|| Dats Byte 31 (D7...00) Praotection Bit 31 (D31) —_—

1 Dats Byta 1 (D7 ... 0O) Praotaction Bit 1 (D1) Rafaranca Data Byts 1
(D7...00)

a Data Byta O (D7 ... DO) Protaction Bitd (DQ) Errar Countar
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GT235C4442

Control Address Data
BY (B& |B5 |B4 | B3| B2| B1 )| BO AT AD D7... DO
Binary 0 a 1(1)0(1 o1 0 Mo Effact Mo Effact
Hexadecimal 34, Mo Effact Mo Effact
Caand —W FOEElUD | Outgoing Ozts — Caza 10
Wizl Tolewl 2
_ — o
L 20 | o |3.2 P
CLK . N
1#C AK_\|<
oa X o] H Ca X (7] [KDQAHD31)
||
T Daaod Dizna of et
Byt 1 Byta2 byt 4
Aol
Ouigairg Data

Figura: RaadPrataction Mamary

Read Protection Memory

The command reads out 32 bits to I/O on continuous 32 clock pulses. By an additional clock pulse, the I/O
is set to high level. The protection memory can always be read.

Address (decimal)

Main Memory

Protection Memory

Security Memory

255

Data Byte 255 (D7 ...D0)

3z Data Byte 32 (D7 ... DO) —_ —_
31 Data Byte 31 (D7...0D0) Protection Bit 31 (D31) —_
1 Data Byte 1 (D7 ... DO) Protection Bit 1 (D1) Reference Data Byte 1
(D7...00)
0 Data Byte 0 (D7 ... DO) Protection Bit 0 (D0O) Error Counter
Control Address Data
B7 |B6 |[B5 |B4 | B3| B2| B1|BO AT AD D7..DO0
Binaryr 0 0 1 1 0 1 0 0 No Effect Mo Effect
Hexadecimal 34, No Effect No Effect
Www.giantec-semi.com a0 11/20
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IFD set 110 Outooing Dtz
Command —P» o leval L gaing —p

e IM

IC sets 11O
To Level Z

o MBDHB?* | \<DD><D1>H<DBXDQ>B<D:34>D<D31

Data of Data of
Start . Byte 1 Byte 2
from IFD ; G;IH:D Start of
ram Qutgoing Data

Data of
byte 4

Figure: Read Protection Memory

Read Security Memory

The three bytes of reference data can only be read after successful PSC verification; otherwise, the output of
the PSC will be suppressed and the I/O will be set to the low level. The error counter can always be read.
The read out four bytes security memory requires 32 clock pulses, 1/O is set to the high level by an

additional pulse.

Address [decimal) Main Memory ProtecticnMemory Security Memory
255 Data Byta 255 (D7 ...D0) — —
3z Data Byta 32 (D7 ... DO) — —
| Data Byta 31(07 ... D0) Protaction Bit 31 (D31) —_—
1 Dats Byta 1 (D7 ... 0O) Praotaction Bit 1 (D1) Rafaranca Data Byts 1
(D7...00)
a Dats Byta 0 (D7 ... DO) Prataction Bit D (DD) Errar Countar
Control Address Data
BT |BS |B5 |B4 | B3 | B2| B1| BOD AT AD O7...Do
Binary o o110 jojog1 Mo Effect Mo Effect
Hexadecimal 31, No Effact Mo Effact
.-. A st 0 Csais 10
d Ouigairg Data
Comscad —P Dl L o —> Tolesl 2

¢__

| 0

B

F‘L

st

L/CICO ‘K =G

Dlefa of Refarmnca
Tt Ermor Courer DataByial
fom IFD S Stariof

P D Ouigeing Defa

Sefarance
Databyte 3

Figura: Riead Sacurity Mamary
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Update Main Memory

The command programs the addressed EEPROM byte with the given data byte. Depending on the old and
the new data, one of the following operations will take place during processing mode.

- Erase and write (5 ms) corresponding to m = 255 clock pulse

- Write only (2.5 ms) corresponding to m=124 clock pulses

- Erase only (2.5ms) corresponding to m=124 clock pulses (frequency of clock = 50 kHz)

Command ! Proceaming
:-l > < >
[ = aNeioEninigE
CLK | | T omz m-1 I
o \_<1X2)._<.._:{24}_m _ —
|
|
RET I
Figura: UpdataMain Mamary
Address(decimal ) Main Memory Protectic nMemory Security Memory
55 Data Byta 255 (D7 ...00) —_— —_—
DCata Byta 32 (D7 ... 0O) —_— —_—
k| Data Byta 31(07 ... 00) Pratection Bit 31 (D31) _—
1 Data Byte 1 (D7 ... DO) Protaction Bit 1 (D1) Rafaranca Data Byta 1
(D7...00)
a DCata Byta 0 (D7 ... D0) Protection Bit D (D0) Errar Countar
Control Address Data
B7Y |B6 |BS B4 |B3 | B2 | B1|BO AT AD bO7...Do
Binary o jo 11|10 0|0O Addrase Input Data
Hexadecimal 38, 0o,,--FF, Input Data
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ﬁ Giantec Semiconductor Inc. GT23SC4442

Erase or Write Main Memory

-

’ FDset 0 [ zete W0
Corrard — bleall Bocstting  —

TSI R
e} | |

BO k4 \
L:P :—:D:—:\d I f
Syt T ‘-:.:.T T
froen IFD) = Saart
fom D
Processing
Figura1
r Fe=l . Cseis 10
Command —* blow L Frocszsing = o 7

1o |

| | | 1

=]

LL/<_)EK_>\JJ| L /
Bt T - T T
fom IFD - Y
o Frocsssing
Figura 2

Update Security Memory

After the successful PSC verification, the reference data can be updated. Otherwise, only the error counter

can be written. The processing time and the required clock pulses are the same as that of the update main
memory.

Control Address Data

B7 |B6 |BS |B4 |B3|B2|B1|BO| A7. AD D7..D0
Binary o jofr)1|1|o|0f1 Address Input Data
Hexadecimal 3|y 00,03, Input Data

Write Protection Memory

The execution of this command includes a comparison of the given data byte and the assigned byte in the
main memory. If the result is data identity, the protection bit is written so the corresponding data byte in
the main memory is unchangeable. If the result is differences, the protection bit cannot be written. The
execution time and clock pulses are the same as that of the update main memory.

Www.giantec-semi.com a0 14/20
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Address(decimal

Main Memaory

Protection Memory

Security Memory

&5 Data Byta 255 (D7 ...00) -
Data Byt 32 (D7 ... DD} —_ —_
il Data Byta 31(D7 ... DO} Prataction Bit 31 (D31) —
1 Data Byta 1 (DT ... DO) Prataction Bit 1 (D1) Rafaranca Data Byta 1
[07...00)
] Data Byta 0 (D7 ... DO) Prataction Bit 0 (D0) Errar Countar
Control Address Data
B7 |B6 |B5 |B4 | B3 |B2| B1|BO AT AD D7..DO
Bin ary 0 i) 1 1 1 1 0 0 Addrass Input Data
Hexadecimal 3y 00, 1F, Input Data

Compare Verification Data
Only after the error counter has written one bit, can the procedure and compare verification data be
executed. The command compares the given verification data byte with the corresponding reference data

byte.

Control Address Data
B7Y |BE6 |B5 |B4 |B3 | B2| B1) BO AT AD O7...Do
Binary o oo o1 Addrass Input Data
Hexadecimal 33, 0o,,.-03, Input Data
7D et W0 C sete 10
o 4 alesL Tileel 2
g N— !
0 = < 1 z H i
CLK I | | | | || | | : [
Vo I | |
DI
LA i
St T Addresa! Bytel T
. = Agdreasd Byl
- szdreaad Bytsd Exp P
P s n

Figura: CamparaVarification data

Usage of the Compare Command
The following procedure must be completed exactly as described. Any variation to the procedure can
results in a failure, so that a write and erase can not be accessed. If the procedure cannot successful
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complete, only the error counter can be written that means one to zero but it cannot be erased. First of all,
an error counter bit has to be written to zero by an update security memory command. Thereafter, a
successful execution of three compare verification commands from byte 1 to byte 3 makes erasing the error

counter possible. Write and erase access to all memory areas is possible; as long as, the operation voltage is
applied. If an error takes place, the whole reference data can be updated like any other information in the
main memory. As transported, the PSC is coded with the individual agreement with the customer.
Knowing the code is indispensable to alter data.

Command Control Address Data Remark
B7...B0 AT..AD 07...00

Raad Sacurity Mamary )| Mo Effact Mat Effact ChackEmarCauntar

Updata Sacurity Mamary 3H 00H Input Data Writa Frea Bit in Ermar
CauntarinputData 0000
OddBinary

ComparaVarfication Data 334 01H Input Data FRafaranca Data Byta 1

CamparaVarification Data 334 024 Input Data Fafaranca Data Byta 2

ComparaVarification Data 33 034 Input Data rafarance Data Byte 3

Updata Sacurity Mamary 384 00H FFH Erasa ErmarCauntar

Raad Sacurity Mamary AN Mo Effact Ma Effact ChackErmarCauntar

Verification Procedure

Yerification
Frocedure

Read EC | Read SM

Comparison Y
Blocked
M

write cne bit | Update SM|[Address| Data |
of EC ta "0"
I Compare VD | Address| Byte 1
Compare Compare VD | Address| Byte 2
WD, ref, D Compare VD | Address| Byte 3

Read EC

|Update SM[ Addr.0 [111111111]

Mumber of comparision
unsuccessful "1" =
number of posible retries

|Readsm | ... [ .. |

EC = error counter
SM = security memaory
WO = verification data
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8 RESET MODE

Reset and Answer-To-Reset

Power on Reset

After power on, the 1/O is set to the high level. A read operation or an Answer-To-Reset command must be
carried out before any data can be altered.

Break

If RST is set on the high level while CLK is set on the low level, the operation is aborted and the 1/O is
switched to the high level. To trigger a defined valid reset, the necessary minimum duration is tRES = 5 ms.
After break, the IC is ready for further operations.

RST tRES

CLEK
1o -~

Figura: Braak

Failures
Behavior of failures:
In case of one of the following failures, the chip sets the 1/0 to the high level after 8 clock pulses.

Possible failures:

- Comparison unsuccessful

- Wrong number of command clock pulses

- Write/erase access to already protected bytes
- Rewrite and erase a protection bit

Coding of the Chip

For security purposes, every chip is irreversibly coded by a scheme. This way fraud and misuse is excluded.
For example, Figure a and Figure b show ATR and Directory Data of Structure 1. When transported, the
ATR header, ICM and ICT are programmed.

Synchronous Transmission ATR and Directory Data

ATR haad ATR data CiF data Application
11 1 1)1 1 1 1 5 41 1 1 1 8 1 1 1 |fis

H1 | I-2||-3 |,,4 'rr-1|Lr-1|||:r-1|||::T|||:|:F||::E‘J 'rr| LT |Tﬁ- |Lﬁ- lAID TD|LD |§~F'
[
\—\/—/ T LA LD,

LM e
LT

Figura a
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AlD  Application idantifiar ICCF  CardFabricatorid. LM Langth of manufacturadata
AP Appl parsanalizaridantifiar ICCSN  Card sarialnumbar LT Langth of application tamplata
ATR Answar-to-Rasat ICM ICmanufacturar TA Tag af AZD
DIR  Directary ICT ICmanufacturar TD Tagofdiscrationary data
H1, HZ Pratacal bytas LA Langth of AID ™ Tagof manufacturar data
H3, H4 ATR histarical bytas LD Langthofdats T Tagofapplication data
Qutput Mode
protocal bytes scc. to ISOTE16-3 Histarical bytes acc. to ISOTE16-4
protocal typa H1 protocal parameter H2 categary indicatar H3 DIR data refaramca

b8 b7 |bE| b5 b4 |b3| b2) b1|bE{ b7 |08 |bS| b4 |b3|b2] b1|bE| bT|bE| b5| b4|b3| b2| b1|bB| b7 [bE| b5 b4 63| b2| b1
iloji1|{alojoj1jojojojaf1|ajof1j1]jafofalr|a|ajajafjr{ajoji1|aja]o|l

e A T | ——— . - o -
oozl ypeS  FEU structune numbar  Langth of categary indicator BE = 1
- of dats dstzs units acc. to 150 7864 5701 = raferancs of
) units i hits | 2%) DR data
0-T = defined by 150 REU
B-E =naot defby IS0 ®=0
B=garizl data 000 = na indication or-b1 =out of ISOTEIE-4
accass protocol 001 = 128
=3 wira bus protocal 010 = 258
A=2 wira bus protocal 100 = 1024
F=RFU 101 = 2048
111 = RFU
?g;:ﬂm;’;'m | O:resdtosnd 1. spacify DIR data ref.
01 =stn.r;1ura2}'n:|1cef.:nyl5-$- 12 et with e Ength ( nat apaciy IR data ret
11 = structura 3

Figura b
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9 ELECTRICAL CHARACTERISTICS

Absolute Maximum Ratings

Parameter Symbaol Limits Unit

Min. Typ. Max.
Supply Voo 0.3 — [ W
Input vallaga Vq 0.3 — L] W
Storagatamparatura Tatz 40 — 126 °c
PawarDissipation Ter a — Ta mvy
Tamparatura Ta -30 — TH °c

Absolute Maximum Ratings

Parameter Symbol Limits Unit
Min. Typ. Max

Supply

Supply Valtaga Voo 7 5 5.5 W

Supply Currant ko - K| 10 mA

Datalnput

Hinput Valtage (10, CLK, RST, SELECT) W pl=g] — Vioc#D.3 W

Linput VWaltags (I/0, CLK RST, SELECT) W Wenodd.2 — “auo+0.8 W

Hinput currant (/0. CLK, RST) I — — al A

Data Qutput (110)

Lauwtput curmant I 1 — — mA

Heurrantleakage 5 — — al B

Capacitance

Input capacitanca C — — 10 pF

AC Characteristics

Paramater Symbol Limits Unit
Min Max
Clackfraquancy CLK T 50 kHz
Clack High panad iy g L=
ClackLow pariad 1 g L=
Riza Tima L= 1 =
Full Time tF 1 L5
Rart Canditian hald tima td'l 4 ]
Calay Tima t4z i35 =
Sap condition, satup tima ti3 4 =
Deta hald time t45 1 -
Dot satup tima Ly 1 o
Sart conditian, setup tima tan 4 4
Rasat =1 5 B
Calay Tima t4m 5 L5
Erasza Tima tep 2 5 ms
Wiita Timea Tvr 2.5 ms
Intarval bafora naw start canditian ot 10 3

Nolgs: = HluHz
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10 REVISION HISTORY

Revision Date Descriptions
a0 Mar 2010 Initial version
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